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AEAEIIE. FUTHEITE. FHEERIEFI8EIRIIMRIR,

TPCI\j/I] (Trusted Platform Control Module) : fefft5eE2MEE. TE2FE. AIERS. BEIR
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. TSB (Trusted Software Base) : TE&T{ZTE{ 7 RIS 5E,
. NESIRHIEZEREE F—1PHTEMR, EXZH—FMEIHEETLH.




{{0.: O-1S | @ B ek 7= Ml i AR B FT X 2R

FTIA

SRS 2
RLIER: WFEHFARM TrustZoneil

iHEIERME: SIS (BMCFE) B, BMCOE{TEEITAE, TPCMETE
AIEHATINE, BAEERIINHITIUR,

B B (EBMCIVRAITPCM AT E R

i RlEsE: BMCIUsR @i, feRENL
ZITPCMEVAI T8RS, SiFalb=/ =] FhY
TPCMERSS.

. amiEs: EERTCMIRS ZTETEHIT
e IRiEH, FFAGMT 0012-2020 #OHGS, o
BT S HBEAA, EIRRIRIT,

44-— 




{{0.: =TS | D merwsrosmms

HostimEr{tizit

(Operating System)

2. O 1. Hosti R R R A TCGFRRY
TSS TPM?2 ij"v(tFJFETSS (TPM2 Software

User Space l 5 (TPM2 Software Stack)

TCTIAPI (FAPI. ESAPI. SAPI) StaCk) TCTH:;ZI:' E'f_)CEL’

_ N 2. Hostis ZERTPMIRE] . EB=FLinux
| (—m{. (@ o= Manager) | o[ (SIEERMENSR—EO, FiniEidE

TCTI
Kernel Space el —
71 o

[ Ol 3. R, SRERENMERENTCM2.0,

BMC As a TPM Card TPM2-07EI;J:II_1 -E-E_EﬂéBMC_I:o /

SoftWare




{{0.: =TS | D merwsrosmms

FTIA

2EFBMCHITCMIE(S

Host

TSS Application Application ﬁ 1 . HO Stﬁﬁu'-lﬁﬁ/‘] TSB
Selnd T Recv len Ag ent, RT_I-O Sﬂ:l

Recv

podmm R FRRE RS

‘ (Trusted Software Base) | (Trusted Software Base) |

s ; | ! et E1H;

\ 4

/dev/tpcm_communication | /dev/tpcm_communication /devi/tpcmi 2 B M C ,5 H
. SHost&TF
TPCM Communication TPCM Communication PC I EE'\@%,EEU S B;IEI\
Driver Driver |

: <P =D =

e %, LEETE
\ ——

BERE, "

HardWare




{{0.: =TS | D merwsrosmms

FTIA

&H#FBMCRITPCMEAI(SIR

Embedded OS (BMC 0OS) Trusted OS (OPTee)

1. BMCHEBHIHARR
- TPIW i
TpCMIAg,m o ||| . ; OpTeex%:, 1BIISGIEX
! ! K Bl R, SCHBMCHIERAY
|| BRI 2 IR

) s R —. . ! s
PCIE Virtual Ethernet Wiz I:I)L o

2. BMCAERRIThEEZS =]
— . T Sz, BEHERE, L
B RS IR, >

diK

i $5000C | Phytium E2000Q BMC




{{0.: =TS | D merwsrosmms

FTIA

B2 FBMCHBRS =Rl SRz

TEE Kemnel

TPCM WebUi

HE
=
8]
(&
%
iH
&
'
A
=
3=
MA
8
B
i

, v z ‘ T
Bootloader ~ 0OS Kernel
SR 7 T | [ e {3 B ey TR 7B




{2.0.: =TS | D merwsrosmms

FTIA

gliEtR&=1H

1. BEROSEMRE—MINZRNIRE, HE
(FRFBUURHES 8 X8R EH
TIEE T ENFEEBRNTE,

< 2. BSREHET F—RAFAAEELER,
UEFIfgZ2EEngREH, - Shim,
Grub, KernellJREIEHGREHIIE
SR RIS AP TR R,

&4 hash

%EEIJ‘F—.@&’A%H IAZS(E, ,,_,fﬁtm: -~
B NMBIARE, BEERE -




{2.0.: O-1S | @ B ek 7= Ml i AR B FT X 2R

FTIA

SfERSPIZRIfitimage

T fitimagefEZRIVLEE0], KernelfYLIBIRIF(EU-boothHYdtbIZIFEE, IEHfEfitimage,
{EAmkimagedl{EBMCRIZ £ 5 |ZEFu-bootilmB & B Hfitimage,

make EXT DTB=~/bmc/openbmc 11/make-fitimage/u-boot-pubkey.dtb

kernel image ‘ pubkey.dtb signed fitimage \

device-tree mkimage » fitimage mkimage pubkey.dtb

fitimage. its RSA(.key & .ctrl
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dAiff --git a/arch/armé64/boot/dts/phytium/pe2201.dts1 b/arr:h,farm64;‘boot/dts}phytiLun/peQQUI.dtsi

i Balal =Dy - | T CYr

configurations {

default "conf-phytium phytium-bmc-e2ps23.dtb";

conf-phytium_phytium-bmc-e2ps23.dtb {

enable-method = "psci®™;
clocks = <&scmi_dvis 2>;

description = "1 Linux kernel, FDT blob, ramdisk";
kernel = "kernel-1";
fdt = "fdt-phytium phytium-bmc-e2ps23.dtb";
ramdisk = "ramdisk-1";
hash-1 {

algo = "sha256";

—diff --git a/arch/armé4/boot/dts/phytium/pe220x.dtsi b/arch/armé64/boot/dts/phytium/pe220x.dtsi

-

- ¥ - -
1— — =t =" el
- -— - i Ml i e w  w e - = = — -

-

signature-1 {

algo = "sha256,rsa2048";

;.\."...;' - i -ii—:-.'-r-:;-_ll-i--l:-q_n'-l

irmo4/boot

o ale leilabh i

- i —id——. ]-.5-.1-1---;14'--

- o i= A MM =
ey I
: fn LAV "X - ol J AL Y e Ll
-

¢thermal-sensor-cells
key-name-hint = "kernel-dev";

sign-images = "kernel"”, "fdt", "ramdisk";

thermal-zones |
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BMC u-bootxZ 231

Load Address: 0x82000000 .
Hash algo:  sha256 uboot i BIG T RZAY 2 EBIE
Hash value: a2af8lcefeS5fd46eedcd4abd2elda215e168159dac0e786455512b61806b1d14b

Verifying Hash Integrity ... sha256+ OK

Loading fdt from 0x3871labf8 to 0x82000000 :F_i; f ﬁﬂyiE%Eﬁ%ﬁ haSh{E,

Booting using the fdt blob at 0x82000000

Uncompressing Kernel Image .
Loading Ramdisk to f3a90000, end f3e2b00c ... OK 2&’ l_‘_%_vljg*z/&%ﬁﬂghaSh{Eo
Loading Device Tree to 00000000T3a86000, end 00000000f3a8fe27 ... OK

auth“mod 1nit

Wait SW initialization done!

Software initialization done! 1. mg |d= 3] ,|mg base —

U51ng crypto library ‘mbed TLS'

AUTN Img_ 10 = 31 . 1mg pase = UX1o1406 , 1Ny Size = UX1iT1l . ~
auth_signature start ... 0)(1 6f408 W*ZQ%HIIE:EI ;
auth_nvctr start ...

auth_image_internal end
Auth img id'= 30 , img base = 0x16f008 , img size = 0x68 EEUbOOt*A%E %QEEE

auth_hash start ...
auth_image_ internal end

Auth img id = 29 , img base = 0x16f808 , i ' Ox1f1 _
aysh oanature start ool wne-sire = 2./img id = 30 ,img base =
auth nvctr start ...

th 1 1nt 1 ‘end -
iﬂth‘iﬂgfﬂ ;gn? iﬁg_base 0x38300000, -img size = 0x7bdob4 Ox 6f008 P\:M:ZQ-\\%HT?EQ

auth_hash start ...

auth_image_internal end BN N BERHY

Starting kernel ...

/N R
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Host ixllEkUSB TCM

CON FIG_USB_PHYTI U M =y [root@localhost ~]# lsusb

Bus 004 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub
Bus 003 Device 004: ID 1d6b:0164 Linux Foundation Multifunction Composite Gadget

CONFI G_C RY PTO_S M3 = Y Bus 603 Device 003: ID 4875:6160 E2000 TCM USB TEXT Phytium usb tcm

Bus 003 Device 002: ID 4989:0100
Bus 003 Device 00%: ID 1d6b:0002 Linux Foundation 2.0 root hub

YN D Bus 002 Devige 001 ID 1d6b:0063 Linux Foundation 3.0 root hub
A _y Bus 001 Device-001: ID 1dbb:0002 Linux Foundation 2.0 root hub
[root@localthost ~]# 1susb -s 3:3 -vvv
CON FIG EVM =y Bus' 003 Device 003: ID 4875:0100-E2000 TCM USB TEXT Phytium usb tcm
Vot Device De
bDescriptorType 1
CONEFIG IMA APPRAISE=y bedUSE 2.66
— — bDeviceClass 255 Vendor Specific Class
bDeviceSubClass 0
_— bDeviceProtocel 0
CONFIG_I NTEGRITY_y bMaxPacketSize 64
1dVendor 0x4875
1dProduct 0x0100
CONFIG_IMA:Y bedDevice 5.15 A
1Manufacturer 1 E2000 TCM USB TEXT
1Product 2 Phytium usb tcm

CONFIG IMA NG TEMPLATE=y s ? /
umConfigurations

Configuration Descriptor:

CONFIG IMA DEFAULT HASH SM3=y : e

O
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TEB%S5000 e 1. HostimEF KfES5000C, SCHNTSBARSS.

Host BMC BMC
ITETR INEEZIEZ Al{EZ58%

ARPSHIRZSEITPCM Agent;

2. Hostim SBMCimHIBERERER, E8T
Sl -, bl USB Bus#1LPC Bus=LHIF#SEERIE(S,
o iSEEFERPCIE DMAL T

SR NS
SGl 3. BMCi®BMCxHostERIEENERE. B

e Al{EWebBifEiE TCMESHR

Service

- BEREER - BT EER ‘ wEEL, FEEEEEM4RE,
USB 1#(5 USB 1B{5
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